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3apeructpupoaHo B MuHtocte Poccnn 14 mas 2013 1. N 28375

®ENEPANIbHAA CNYXBA MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIJIIO

NPUKA3
ot 18 peBpans 2013 r. N 21

OB YTBEPXOEHUN COCTABA U COOEPXAHUA
OPIAHU3ALUOHHbBIX U TEXHUYECKUX MEP NO OBECIMEYEHUIO
BE3OMACHOCTU NEPCOHANbHbIX AAHHBLIX MPU UX OBPABOTKE
B NHO®OPMALMNOHHBIX CACTEMAX NEPCOHAJIbHbIX AHHbIX

Cnncok N3MeHsILLMX OKYMEHTOB
(B pea. MNpukasza PCTIK Poccum ot 23.03.2017 N 49)

B cooTtBeTcTBMM C 4vacTbio 4 ctatbn 19 depepanbHoro 3akoHa ot 27 wons 2006 r. N 152-03 "O
nepcoHanbHbIX gaHHbIX" (CobpaHue 3akoHogaTenbcTBa Poccuiickon ®epepauun, 2006, N 31, c1. 3451; 2009, N
48, c1. 5716; N 52, cT. 6439; 2010, N 27, c1. 3407; N 31, cT. 4173, c1. 4196; N 49, cT. 6409; 2011, N 23, cT. 3263;
N 31, ct. 4701) n TlNonoxeHnem o ®depepanbHOM crnyxGe MO TEXHUYECKOMY M SKCMOPTHOMY KOHTPOSHO,
yTBEpPXXAEeHHbIM Yka3zom [lpesnageHta Poccunckon depepauumn ot 16 aerycta 2004 r. N 1085 (CobpaHue
3akoHodatenbcTBa Poccunckon depepaumn, 2004, N 34, c1. 3541; 2006, N 49, c1. 5192; 2008, N 43, cT. 4921; N
47, c1. 5431; 2012, N 7, cT. 818), npukasbiBato:

1. YTBepoutb npunaraemble CoctaB u cogepkaHue opraHn3aLMoHHbIX U TEXHUYECKMX Mep Mo obecrneyeHmio
6e3onacHOCTM NepcoHarbHbIX AaHHbLIX NpU X 06paboTke B MHHOPMALMOHHBLIX CUCTEMAX NEPCOHArbHbLIX A4aHHbIX.

2. MpusHatb yTpatuBwmm cuny npukad ®CTIK Poccumn ot 5 despana 2010 r. N 58 "O6 yTtBepxaeHuu
MonoxeHnst o MeTogax un cnocobax 3almTbl MHpopMaLun B MHPOPMaLMOHHBIX CUCTEMAX NEPCOHarbHbIX AaHHbIX"
(3apervctpupoBaH MuHioctoM Poccum 19 doepans 2010 r., peructpaunoHHbii N 16456).

HupekTop

depnepanbHom crykbbl N0 TEXHUYECKOMY
N 3KCMOPTHOMY KOHTPOSHO

B.CENWH

YTBEPXKOEHDI
npukaszom PCTIK Poccum
ot 18 cpeBpana 2013 r. N 21

COCTAB U COOEPXAHUE
OPTAHU3ALUOHHbBIX U TEXHUYECKMUX MEP NO OBECINEYEHUIO
BE30MACHOCTU NEPCOHAJIbHbIX A AHHbLIX NMPU UX OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

Cnncok N3MeHSILLMX JOKYMEHTOB
(8 pea. MNpukasza PCTIK Poccum ot 23.03.2017 N 49)

|. O6bwue nonoxeHus

1. Hactoawmn aokymeHT paspaboTaH B COOTBETCTBUM C YacTblo 4 cTtatbn 19 deagepanbHOro 3akoHa ot 27
nons 2006 r. N 152-®3 "O nepcoHanbHbIXx gaHHbIX" (CobpaHne 3akoHogaTtenbcTBa Poccuiickon denepauun,
2006, N 31, cT. 3451; 2009, N 48, ct. 5716; N 52, cT. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cT. 4196; N 49,
cT. 6409; 2011, N 23, ct. 3263; N 31, c1. 4701) 1 ycTaHaBnuBaeT COCTaB M COAEPXKaHUE OPraHU3aUMOHHBLIX U
TEXHUYECKNX Mep No obecneyeHnto 6e30nacHOCTU NePCOHarnbHbIX AaHHbIX NPU X 06paboTke B MHOPMaLMOHHBLIX
cucTemMax MepcoHanbHbIX AaHHbIX (ganee - Mepbl No obecneyeHno 6e30MacHOCTU NePCOHarbHbIX OAaHHLIX) A5
Ka)XOOro M3 YpOBHEW 3alUWLLEeHHOCTU MepCcOoHarnbHbIX AaHHbIX, YCTAHOBIEHHbIX B TpeboBaHMAX K 3awure
nepcoHanbHbIX AaHHbIX NpU X 00paboTke B MHAOPMALMOHHBIX CUCTEMAX NEPCOHAarbHbIX AaHHbIX, YTBEPXAEHHbIX
noctaHoBneHnem [paButenbctBa Poccunckon ®epgepaumm ot 1 Hoabpsa 2012 r. N 1119 (CobpaHue
3akoHogdartenbcTBa Poccuickon depepaummn, 2012, N 45, cT. 6257).



Mepbl no obecneyeHnto 6e30MacHOCTN NEPCOHarNbHbIX AaHHBbIX MPUHUMAOTCS ANS 3aliMTbl NePCOHanbHbIX
OaHHbIX OT HEeNpaBOMEPHOrO WM Cry4YanmHOro AOCTyMa K HUM, YHUYTOXEHUS, U3MEHeHus, OGnokMpoBaHwus,
KONUpPOBaHWs, NpegoCTaBeHnsi, pacnpoCTpaHeHUs MepPCOHanbHbIX AaHHbIX, @ TakkKe OT UHbIX HEenpaBOMEPHbIX
OEeNCTBMI B OTHOLLEHUM NEPCOHAsbHbIX AaHHbIX.

B HacTodwem OokyMeHTe He paccmaTtpuBaloTca BOMpochbl obecrneyeHus 6e30MacHOCTU MepCcoHanbHbIX
OaHHbIX, OTHECEHHbIX B YCTAHOBMNEHHOM MOpPSAKe K CBEOEHUAM, COCTaBMAIOLMM rocy4apCTBEHHYIO TaHy, a Takke
Mepbl, CBA3aHHbIE C MPUMEHEeHMeM LWMdPOoBanbHbIX (Kpuntorpaduyecknx) CpeacTs 3awutbl MHGOOPMaLUK.

2. besonacHOCTb NepcoHarbHbIX AaHHbIX NpK MX 06paboTke B MHOPMALMOHHOM CUCTEME MEPCOHAsbHbIX
AaHHbIX (Oanee - HdOpMaLMOHHasa cucTema) obecrnevmBaeT onepaTop UNM nuuo, ocyllecTersiolee 0opaboTKy
nepcoHarnbHbIX daHHbIX MO MOPYYeHUIo onepaTopa B COOTBETCTBUM C 3aKOHOAATENbCTBOM Poccuinckomn
degepaumm.

Ans BbINnonHeHus paboT no obecneveHnto 6e30MacHOCTU MEepPCOHanbHbIX AAHHBIX NpyM MX obpaboTke B
WMHOPMAaLIMOHHONM CUCTEME B COOTBETCTBUM C 3akoHoAaTenbcTBoM Poccuiickon ®degepauumn MoryT npuBnekaTbcs
Ha [JOrOBOPHOM OCHOBE HOPUAMYECKOE NMULO UNN MHOUBMAYalbHbIN NPeanpuHUMaTesb, UMEeKLmMe NULUEH3NI0 Ha
0eATenbHOCTb Mo TEXHUYECKOW 3alumnTe KOHpunaeHumansHom nipopmaummn.

3. Mepbl no obecneyeHnto 6e30MacHOCTN NepCoHarnbHbIX AaHHbIX Peanu3yloTca B paMkax CUCTEMbl 3aLUUThbI
nepcoHanbHbIX AaHHbIX, CO34aBaeMON B COOTBETCTBUM C TpeboBaHMAMM K 3aLUUTE NepPCOHarnbHbIX AaHHbIX NPU MX
obpaboTke B WHMPOPMAUMOHHBLIX CUCTEMAX MEPCOHAmNbHbIX [OaHHbIX, YTBEPXOEHHbIMW MNOCTaHOBIIEHUEM
MpaeutenbctBa Poccuiickon Pepepaumm ot 1 HosGpst 2012 r. N 1119, u pomkHbl OblTb HanpaBreHbl Ha
HelTpanu3auuio akTyarnbHbIX yrpo3 6e30nacHOCTM NepCoHarnbHbIX AaHHbIX.

4. Mepbl no obecneveHnto 6e30MacHOCTU NEPCOHanNbHbIX AaHHbIX peanu3ylTcs B TOM Yucrie nocpeacTBoMm
NPMMEHEHNA B WMHAOPMALMOHHONW CUCTEME CPeacTB 3awuTbl WHOpMauun, npolieiwmx B YCTaHOBMEHHOM
nopsiake Npoueaypy OLEHKM COOTBETCTBMS, B Cry4yasix, Korga NMpUMMEHEeHMEe Takux cpeactB Heobxogumo ans
HelTpanu3auumn akTyanbHbIX yrpo3 6€30nacHOCTM NepCOoHaNbHbIX AaHHbIX.

MpumeyaHue.
HymepaLumnsa nyHKTOB AaHa B COOTBETCTBUM C opuLManbHbIM TEKCTOM JOKYMEHTA.

6. OueHka 3PPEKTUBHOCTN peanm3oBaHHbIX B pamKax CUCTEMbl 3alLUMTbl NEPCOHANbHbLIX OaHHbIX Mep Mo
obecneyeHnto 6e30MacHOCTM MepcoHanbHbIX AaHHbIX MPOBOAUTCA OMEpaTopoM CaMOCTOATENbHO WK C
NpUBMEeYeHNEeM Ha [OOrOBOPHOW OCHOBE HPUAMYECKUX NUL U UHAUBMAYANbHbLIX NPeanpuHUMaTenen, NMeLLnxX
NNUEH3NI0 Ha OCYLIECTBMNEHNE AEATENbHOCTU MO TEXHWYECKOW 3alimTe KoHdmaeHumanbHoOn wHdopmMaumn.
YKka3aHHas oLeHKa NPOBOAUTCA HE pexe Of4HOro pasa B 3 roga.

7. Mepbl no obecneyeHno Be30nNacHOCTU NepCoHanbHbIX AaHHbIX Npu nx obpaboTke B rocyaapCTBEHHbIX
WH(POPMALIMOHHBLIX CUCTEMAax MNPUHUMAKOTCA B COOTBETCTBMM C TpeboBaHmaMW O 3awuTte uHdopmauuu,
cofepxallenca B rocyaapCTBEHHbIX WHAOPMAUMOHHBIX cuctemax, yctaHasnusaembiMn OCTIK Poccum B
npegenax cBoMx NosIHOMOYUIN B COOTBETCTBUM C YacTbto 5 ctaTtbn 16 PegepanbHoro 3akoHa ot 27 mnons 2006 r. N
149-®3 "O6 wvHdopMauMKn, WHGPOPMALUMOHHBIX TEXHOMOMMAX W O 3awmte uHpopmauun” (CobpaHue
3akoHogaTtenbcTBa Poccuinckon ®epepaunn, 2006, N 31, c1. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N
30, c1.4600; 2012, N 31, cT. 4328).

Il. CocTaB u cogepxaHue mep no obecneyeHunto 6GesonacHoOCTH
nepcoHanbHbIX AaHHbIX

8. B coctaB mep no obecneveHnto 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX, peanu3dyemblX B paMkax CUCTEMbI
3alMTbl MEepcoHasnbHbIX [AaHHbIX C Y4eTOM akTyarnbHblIX Yrpo3 ©6e30nacHOCTM MNepcoHarbHbIX AaHHbIX U
NpUMeEHSIEMbIX MH(POPMALIMOHHBIX TEXHONOIMI, BXOAAT:

nageHTudrkaumns n ayteHTudmkaums cybbektoB 4OCTyna 1 06bEKTOB JOCTYNa;

ynpasfieHne JOCTynoM CyObeKToB JoCTyna k o6bekTaMm AOCTyna;

orpaHnyeHne NporpaMMHoON Cpefbl;

3awmTa  MalUWHHBbIX HOocuTenew WHdopmauun, Ha KOTOpbIX XpaHATca u  (unn) obpabatbiBaloTcH
nepcoHanbHble AaHHble (4anee - MalVHHbIE HOCUTENN NEPCOHANbHbIX AaHHbIX);

pernctpauust cobbiTuin 6e3onacHocCTy;

aHTMBMPYCHAas 3aLLMTa;

obHapyxeHue (NpeaoTBpaLLeHne) BTOPKEHUN;

KOHTpOnNb (aHanu3) 3alnLweHHOCTN NepCoHarnbHbIX AaHHbIX;

obecneyeHre LenocTHOCTY UHGPOPMALMOHHON CUCTEMBI U MEPCOHANbHbIX AaHHbIX;

obecrneyveHre JOCTYNHOCTN NEPCOHANbHbIX AaHHbIX;

3awmTa cpeabl BUpTyanusauuu,;

3almTa TEXHUYECKUX CPEACTB;



3awmTa MHPOPMAaLIMOHHOM CUCTEMBI, €€ CPEACTB, CUCTEM CBA3UN N Nepefadn AaHHbIX;

BbISIBIIEHNE MHUMAEHTOB (OOHOr0 COOLITUA UIK Tpynnbl COOLITUI), KOTOPbIE MOTYT MPMBECTM K COOSIM Unu
HapyLeHWo PYHKLVNOHMPOBaHUSA MH(OPMaLNOHHON cuctembl M (MM) K BO3HMKHOBEHMIO yrpo3 GesonacHocTu
nepcoHanbHbIX AaHHbIX (Janee - UHUMAEHTBI), U pearnpoBaHne Ha HUX;

ynpaBneHue KoHdurypaumen nHHopMaLnOHHON CUCTEMBI U CUCTEMbI 3aLLUMUTLI NEPCOHANbHbBIX AaHHbIX.

CoctaB n cogepxxaHne mep no obecneveHnto 6e30MaCHOCTU NEPCOHanbHbIX AaHHbIX, HEOOXOAMMBIX ANS
obecneyeHnss Kakgoro U3 YpPOBHEW 3alULLEHHOCTU MNepCoHarnbHbIX AaHHbIX, NPUBEAEHbl B MPUNOXEHUN K
HacTosALEMY JOKYMEHTY.

8.1. Mepbl No umageHTUdUKaLUMM K ayTeHTUdMKaLMM CYyOBbeKTOB A0CTyna M OObeKToB AOCTyna OOMKHbI
obecrneumBaTb npucBoeHMe cybbekTaM W 00bekTam [OCTyna YHuWKanbHOro npusHaka (naeHtudmkaTtopa),
CpaBHEHWEe npeabsBnAeMoro cybbekTtoM (0ObekToM) AocTyna MAaeHTUdUKATopa C MNEepeyHEM MPUCBOEHHbIX
NMOEHTUMMKATOPOB, a TakKke NPOBEPKY NPUHALJEXHOCTM cybbekTy (06bekTy) gocTyna npenbsBlEHHOTO UM
noeHTndmrkaTopa (nogTBEPXKAEHNE NOASTMHHOCTK).

8.2. Mepbl no ynpaeneHnio OOCTYNOM CyObLEKTOB AOCTyna K obbekTtam AOCTyna OOSbkHbl obecrneyvvBatb
yrnpaBreHne npaBamMm W MNPUBUIIETNSIMM CyOBEKTOB AOCTyna, pasrpaHnyeHne JocTyna CyObekToB AocTyna K
obbektam [JoCTyna Ha OCHOBE COBOKYMHOCTM YCTaHOBMEHHbIX B WMH(OPMALMOHHONW cucTemMe npasun
pasrpaHuyeHns JocTyna, a Takke obecneunBaTb KOHTPOIb 3a cobnogeHnem 3Tnx npasun.

8.3. Mepbl No orpaHM4eHuto NporpammMHoOn cpefbl AOMKHbI obecneynBaTb YCTAHOBKY M (M) 3anyck TONbKO
pa3speLleHHOro K MCNOMb30BaHMIO B WHAOPMAaLMOHHON CUCTEeMe MPOrpaMMHOro obecrnedeHnss UnuM UcknoYvaTb
BO3MOXHOCTb YCTaHOBKM W (MnM) 3arnycka 3anpelleHHOro K WCMOofb30BaHUIo B WHMOPMALMOHHOW cuUcTeMe
nporpammHoro obecneveHus.

8.4. Mepbl NoO 3aWnTe MALUMHHBIX HOCUTENEN MepCOHasnbHbIX AaHHbIX (cpeacTB 06paboTku (XpaHeHus)
MepcoHanbHbIX [AaHHbIX, CbEMHbIX MALMHHBIX HOCUTENEN MepcoHanbHbIX AaHHbBIX) OOMKHbI  UCKMYaTb
BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO 4OCTYMNa K MAalMHHLIM HOCUTENSAM U XPaHALUMCS Ha HUX MepCOHarbHbIM
OaHHbIM, a TaKke HeCaHKUMOHMPOBAHHOE WCMOMb30BaHWE CbEMHbIX MAaLUMHHBIX HOCUTENEN MnepcoHarnbHbIX
OaHHbIX.

8.5. Mepbl no pernctpauumn cobbiTnii 6Ge3onacHOCTU AOMMKHbI obecnednBaTb cOOp, 3anncCb, XpaHeHue u
3aWmTy MHdopMaLumn o cobbliTusax 6e3onacHOCTM B MHPOPMALIMOHHON CUCTEME, a Takke BO3MOXHOCTb NPOCMOTpa
1 aHanusa MHgopMaLumn 0 TakMx COBLITUAX U pearnpoBaHne Ha HUX.

8.6. Mepbl N0 aHTMBUPYCHOWN 3aluTe AOMMKHbI obecnevmBaTb OOHapyXeHWe B MHPOPMALMOHHON cucTeme
KOMMbLIOTEPHBIX ~ nporpamMM NGO MHOM  KOMMbLIOTEPHOM  MHoOpMauuKn,  npegHasHadeHHoW  Ang
HEeCaHKLUMOHUPOBAHHOIO YHUUYTOXEHUS, 6NoKMpoBaHus, Mogugmrkaumm, KonupoBaHUs KOMMbLIOTEPHOW MHopMauum
N HenTpanu3auum CpeacTB 3aWwmuTbl MHOpMaUMK, a Takke pearMpoBaHue Ha obDHapyXeHue 3TMX MporpaMm u
MHdopMaLnn.

8.7. Mepbl no o6GHapyxeHUo (NPedoTBpaLleHno) BTOPXKEHU AOMKHbI obecnednBaTe OGHapyXeHue
OEencTBMA B WMHGOPMALMOHHOW CUCTEME, HamnpaBfeHHbIX Ha HeCaHKUWOHMPOBAHHLIN [OCTYyNn K WMHopmaumm,
cneumarnbHble BO3OENCTBUS HA UHCPOPMALMOHHYIO CUCTEMY U (MIM) NepCcoHarnbHble JaHHbIE B Lensx JobbiBaHuMS,
YHUUTOXEHUS, UCKaXXEeHNs1 1 BNOKMpOBaHUS OOCTyna K MepcoHarnbHbIM AaHHbIM, @ TaKkKe pearmpoBaHvMe Ha 3Tu
OEencTBums.

8.8. Mepbl Mo KOHTpOM (aHanuay) 3alMLEeHHOCTU MNepPCOHarbHbIX AaHHbIX OOIMKHbI obecneuvnBaTb
KOHTPOb YPOBHS 3aLUULLEHHOCTU NePCOHarnbHbIX AaHHbIX, 06pabaTbiBaeMblx B UHHOPMALMOHHOW cucTeme, nyTem
NpoOBEdEHUA CUCTEMaTUYECKUX MEPONPUSATUA MO  aHanudy 3alMWEeHHOCTU WHMOPMALMOHHONW CUCTEMbI U
TeCTUpOBaHUIO paboTOCNOCOBHOCTN CUCTEMBI 3aLLMTBI NEPCOHANbHBLIX AHHbIX.

8.9. Mepbl no obecneyeHnto LEeNOCTHOCTU UHOPMALMOHHOW CUCTEMBI M NEPCOHANbHbIX AaHHbLIX AOMKHbI
obecneunBaTb OOHapyXeHue aKTOB HECAHKLMOHMPOBAHHOIO HapyLleHWs LernoCTHOCTU MHGOPMaLMOHHON
CUCTEMbl W COOEPXALLMXCA B HEW MepcoHamnbHbIX [AaHHbIX, a Takke BO3MOXHOCTb BOCCTAHOBIIEHMS
NMHGOPMALIMOHHOW CUCTEMbI Y COAEPXKALLMXCS B HEN MEPCOHanbHbIX AaHHbIX.

8.10. Mepbl no obecrneyeHNo [OOCTYMHOCTM MEpPCOHarnbHbIX AaHHbIX  OOMMKHbI  obecneuvvBaTb
aBTOPU30BaHHbI OOCTYN MoOnb30BaTeNen, WMeKLWUX MnpaBa Mo JOCTyny, K MNepCoHamnbHbIM  OaHHbIM,
cogepxawmmcss B MH(POPMALUMOHHON CUCTEME, B LUTATHOM pexume (QYHKLUNOHMPOBAHUS WH(OPMaLMOHHON
CUCTEMBI.

8.11. Mepbl no 3awwute cpedbl BUPTyanu3auum OOIDKHbI UCKMOYaTb HECAHKUMOHWPOBAHHBIA OOCTYMN K
nepcoHanbHblM AaHHbIM, 06pabaTbiBaeMbiM B BUPTYyarnbHOW MHPACTPYKTYpe, M K KOMMOHEHTaM BUPTyarbHOW
NMHAPACTPYKTYpbl U (ANM) BO3AENCTBME HA HWUX, B TOM 4WCMEe K CpeacTBaM YrpaBreHust BUPTYyarbHOW
NHPACTPYKTYPON, MOHUTOPY BMPTyarnbHbIX MaLUWH (TMNEPBU3OPY), CUCTEME XPaHEHUS OaHHLIX (BKMOYas CUCTEMY
XpaHeHnsi 06pa3oB BUPTyanbHON MHPACTPYKTYPbI), CETU Nepeaayn AaHHbIX Yepe3 ANeMeHTbl BUPTyaribHON 1nm
hu3nyeckon MHPPacTPYKTypbl, rOCTEBLIM OMepauUMoHHbIM CUCTEMAM, BUPTYyarbHbIM MaluHaMm (KOHTEnHepam),
cucTeMe M CeTu pennukaumu, TepMmHarbHblM UM BUPTYarbHbIM YCTPOWUCTBAM, a TakkKe CUCTEME pPe3epBHOro
KONMUPOBaHWS 1 CO34aBaeMbIM €10 KOMUSIM.

8.12. Mepbl MO 3alMTe TEXHUYECKMX CPEACTB [OOJPKHbI MCKIOYaTb HECAHKLMOHWPOBAHHBIA LOCTYN K



CTAUMOHApPHbIM  TEXHMYECKUM  CpeAcTBaMm, oOpabaTbiBalowMM  MepcoHarnbHble  AaHHble, CpeAcTBam,
obecneunBarOWMM  DYHKLMOHNPOBAHUE MH(OPMALMOHHON CUCTEMbl (ganee - cpeactBa obecneyeHus
OYHKLMOHNPOBAHUSA), U B MOMELLEHUNS, B KOTOPbIX OHN MOCTOSHHO PACMONOXeEHbI, 3aLWMTy TEXHUYECKMX CPEACTB OT
BHELIHMX BO3OENCTBMM, a Takke 3aluTy NepCcoHarnbHbIX OaHHbIX, NPEeACTaBMEHHbIX B Buae MH(OPMaTUBHbIX
ANEKTPUYECKNX CUTHANOB U (PU3NYECKNX NONMEN.

8.13. Mepbl no 3awmte MHPOPMALMOHHOW CUCTEMbI, €€ CPeacTB, CUCTEM CBSA3M W Nepefayn AaHHbIX
OOIMKHbI ob6ecneunBaTh 3alUMTY NEePCOHanbHbIX AaHHbIX NPU B3aMMOAENCTBMM MHAPOPMAaLMOHHOM CUCTEMBI UK ee
OTOENbHbIX CErMEHTOB C MHbIMU MH(POPMALMOHHBIMU CUCTEMAMMU N MHPOPMALMOHHO-TENEKOMMYHMKALMOHHLIMM
CETAMWU MNOCPEACTBOM MPUMEHEHUS aAPXUTEKTYPbl WMHAOPMALMOHHOM CUCTEMbI U MPOEKTHLIX PELUEHUNR,
HanpaBneHHbIX Ha obecnevyeHne 6€30MacHOCTU NePCOHarnbHbIX AaHHbIX.

8.14. Mepbl NO BBISIBMIEHUIO MHUWOEHTOB M pearMpoBaHWI0 Ha HUX OOMKHbI obecnevnBaTb OOHapyXeHue,
naeHTUgmrKaLmio, aHanus UHUMAEHTOB B MHAOPMALMOHHON CUCTEME, a TaKKe MPUHATME Mep MO YCTPaHEeHuo U
npegynpexgeHuio MHUMAEHTOB.

8.15. Mepbl N0 ynpaBneHulo KOHurypaumen WHPOPMALMOHHON CUCTEMbI WM CUCTEMbI  3aLUUTHI
nepcoHanbHbIX OaHHbIX OOMKHbI obecrnevvBaTtb yNpaBfieHNE W3MEHEHUSAMU KOHUIypauun WHGOopMaunoHHON
CUCTEMbl WU CUCTEMbI 3aLUMTbl MEPCOHasNbHbIX AAHHbLIX, aHanu3 MnoTeHUMarbHOro BO3AEWCTBUS MiaHUMpyeMblX
n3MeHeHNn Ha obecneyeHne 6e30MaCHOCTU MNEepCOoHanbHbIX [AaHHbIX, a Takke [OOKYMEHTUPOBAHWE 3TUX
N3MEHEHUI.

9. Boibop mep no obGecneyeHunto Ge30nMacHOCTM MEPCOHAnNbHbLIX AaHHbIX, MogrexalimMx peanusauum B
NMHOPMAaLIMOHHOM CUCTEME B pamMKax CUCTEMbI 3aLLUThbl MEPCOHANbHbIX AaHHbIX, BKIOYaEeT:

onpegeneHne 6aszoBoro Habopa Mep no obecrneyeHMto ©e30MacHOCTU MePCOHAnNbHbIX AaHHbIX  Ans
YCTaHOBIEHHOIO YPOBHS 3aLUMLLEHHOCTU NEPCOHANbHBIX AAHHbLIX B COOTBETCTBUMN C Ba30BbIMM Habopamu mep no
obecneyeHnto 6€30MacHOCTU NepCoHarbHbIX AaHHbLIX, MPUBEAEHHBIMU B MPUIOXEHMUN K HACTOSILLLEMY JOKYMEHTY;

apgantaumio 6asoBoro Habopa mep no obecrneveHuto GE30MacHOCTU MepPCOHaNbHbIX AaHHBbIX C Y4ETOM
CTPYKTYPHO-PYHKLUMOHASbHbBIX XapakTEPUCTUK WH(OPMALMOHHON CUCTEMbI, WHM(OPMALMOHHBIX TEXHOMOMN,
ocobeHHocTeln (OYHKLMOHNMPOBAHMSA MHAOPMALMOHHOM CUCTEMBI (B TOM YKUCIEe MCKoYeHne n3 6asoBoro Habopa
Mep, HEernoCpeaCTBEHHO CBA3AHHbIX C  MH(OPMALVOHHBIMW  TEXHOMOTMSMMW, HE  UCMOMb3yeMbIMA B
WHOPMALIMOHHOW CUCTEME, WU  CTPYKTYPHO-PYHKLMOHAMNbHBIMM  XapakTepUCTMKaMW, He CBOWCTBEHHbIMU
NMHGOPMALIMOHHON cucTeMe);

YTOYHEHWe afanTupoBaHHoOro 6asoBoro Habopa mep no obecneveHuto 6e30MacHOCTM MNepPCOHaNbHbIX
OaHHbIX C Y4eTOM He BblOpaHHbLIX paHee Mep, MPUBEAEHHLIX B MPUMOXEHUN K HAcTOSLWEMY [OOKYMEHTY, B
pes3yrnbTaTte Yero onpeaensTcs Mepbl No obecneveHnto 6e30NacHOCTM NepCcoHarnbHbIX AaHHbLIX, HanpaBneHHble
Ha HeWTpanuaauuMl BCEX aKTyamnbHbIX Yrpo3 ©6e30MacHOCTM MNepPCOHAnbHbIX AaHHbIX Afst  KOHKPETHOW
MHOPMALIMOHHON CUCTEMBI;

OOMOJSIHEHME YTOYHEHHOrO ajanTupoBaHHOro 6asoBoro Habopa Mep no obecneyeHuto 6e3onacHOCTU
nepcoHanbHbIX AaHHbIX MepaMn, obecneynBaoLLMMn BbINONTHEHWE TPeBOBaHWIN K 3auTe NepCcoHanbHbIX AaHHbIX,
YCTAHOBMEHHBIMW  MHBIMW HOPMaTuBHbIMW MpPaBOBbIMW akTamm B obnactm obecneveHnss 6esonacHOCTU
nepcoHanbHbIX AaHHbIX U 3almTbl MHpopMauun.

10. Tpyn HEBO3MOXHOCTU TEXHWYECKON peanusauun oTAenbHbIX BbIBpaHHbIX Mep no obecnedyeHuio
0©e30nNacHOCTU NepCcoHarbHbIX AaHHbIX, @ Takke C Y4YeTOM SKOHOMMYECKOM LiernecoobpasHOCTM Ha aJTanax
agantauum 6asoBoro Habopa Mep W (MnM) YTOYHEHMS afanTMpoBaHHOro 6GasoBoro Habopa Mep MoryT
pa3pabaTtbiBaTbCs WHble (KOMMEHCUPYOLWME) Mepbl, HanpaBreHHble Ha HeWTpanu3auuio akTyasbHbIX Yrpo3s
6e3onacHOCTV NepcoHarbHbIX JaHHbIX.

B atom cnyyae B xoge pa3paboTku CUCTEMbI 3alyMTbl NEPCOHAaNbHbLIX AAHHBLIX AOMMKHO ObiTb NpoBegeHo
0060CHOBaHMe NPUMEHEHUST KOMMEHCUPYIOLLMX Mep AN obecneveHnsi 6e30MacHOCTH NePCOHANbHbIX AAHHbIX.

11. B cny4yae onpegenexHvs B COOTBETCTBUM C TpeboBaHNsIMM K 3aluTe NepcoHanbHbIX Npu nx obpaboTke B
MHOPMALIMOHHBIX CUCTEMAX MEPCOHANbHbIX [AaHHbIX, YTBEPXAEHHbIMW MNocTaHoBrneHwem [lpaBuTenbCcTBa
Poccuinckonn depepauum ot 1 Hosbpa 2012 r. N 1119, B kayecTBe akTyamnbHbIX Yrpo3 ©Ge3onacHocTu
nepcoHanbHbIX AaHHbIX 1-r0 M 2-r0 TUMNOB [JOMOMHMTENBHO K MepaM no obecneyeHutio Ge3onacHOCTU
nepcoHanbHbIX AaHHbIX, YKa3aHHbIM B MyHKTE 8 HACTOSILLEro JOKYMEHTA, MOMyT NPUMEHATBCS criegyloLme Mepsbl:

npoBepKka CUCTEMHOIo U (MnK) NPUKNagHOro NporpaMMHOro obecneveHus, BKMoYas NporpaMMHbI Kog, Ha
OTCYTCTBME HeOeKnapupoBaHHbIX BO3MOXHOCTEN C UCMONb30BaHMEM aBTOMATU3MPOBAaHHbLIX CPeACcTB U (Mnun) 6e3
NCMNOSb30BaHNs TAKOBbIX;

TEeCTUpOBaHNE MHPOPMALIMOHHOW CUCTEMbI HA MPOHUKHOBEHUS;

nucrnonb3oBaHne B MHOPMALUOHHOM CUCTEME CUCTEMHOMO W (MNM) NPUKIA4HOMO MNPOrpaMMHOro
obecneyenunsi, pazapaboTaHHOro ¢ UCNONb30BaHNEM METOL0B 3aLLMLLEHHOTO NPOrPaMMMUPOBaHHUSI.

12. TexHu4yeckne Mepbl 3aLLUTbI NEPCOHArbHbIX AaHHbIX peanuayoTcs NocpeacTBOM MPUMEHEHUS CPEACTB
3aWmnTbl MHGOpMaUMM, B TOM 4MCre NporpamMMHbIX (NporpaMMHO-annapaTHbIX) CPeacTB, B KOTOPbLIX OHU
peanv3oBaHbl, UMeLLMX Heobxoanmble pyHKUMN 6e3onacHoCTH.

Mpu ncnonb3oBaHMM B MHAOPMALMOHHBIX CUCTEMAX CEPTUPULMPOBAHHbIX MO TpeboBaHMAM 6e3onacHoCcTm



MHdopMaLmM cpeacTB 3alnTbl MHopMaLmu:

B MH(OPMALMOHHBIX cuctemax 1 ypOBHS 3aLUMLLEHHOCTU NEpPCOHarbHbIX AaHHbIX MPUMEHSAITCA CpeacTBa
3aWwuThl MHOPMAaLMK He HUXe 4 Kracca, a TaKkke CpefiCTBa BblMUCIUTENBbHOW TEXHNKM HE HWXe S knacca;

B MH(OPMALMOHHBIX CUCTEMAX 2 YPOBHS 3aLUMLLEHHOCTU NEepCOHarbHbIX AaHHbIX MPUMEHSAITCA CpeacTBa
3alWmThl MHOPMaLMKN He HUXKe 5 Knacca, a Takke cpefcTBa BblYUCIIUTENBHON TEXHUKN HE HUXe 5 knacca;

B MH(OPMALMOHHbBIX cuctemax 3 YpOBHS 3alUULLEHHOCTU NEepPCOHarnbHbIX AaHHbIX MPUMEHSAITCA CpeacTBa
3alWmThl MHOpMaLMKn He HUXKe 6 Knacca, a Takke cpeacTBa BblYUCIIUTENBHON TEXHUKN HE HUXe 5 knacca;

B MHAPOPMALMOHHBIX cucTeMax 4 ypOBHS 3aLLMLLEHHOCTN NepcoHanbHbIX AAaHHbIX NMPUMEHSATCA CpeacTBa
3alWmThl MHOpMaL MU He HUXe 6 knacca, a Takke cpecTBa BblYUCIUTENBHON TEXHUKM HE HUKe 6 Kracca.

Knaccbl 3aliuTbl onpenenstoTcss B COOTBETCTBUM C HOPMAaTMBHbIMW MPaBOBbIMW akTamMu, MU3L4aHHbIMU B
cooTBeTCcTBMM € nognyHkTom 13.1 nyHkTa 8 MNMonoxeHnsi o PegepanbHOi cnyxbe No TEXHNYECKOMY U SKCTIOPTHOMY
KOHTpOTIto, yTBepxaeHHoro Ykasom lNpesnaeHTta Poccuiickont ®eaeparmm ot 16 asrycrta 2004 r. N 1085.

Mpn ncnonb3oBaHMM B MHPOPMALMOHHBIX CUCTEMAaX CPeACTB 3allnTbl MHOpMaUnn, cepTUONLMPOBaHHbIX
no TpeboBaHuaM Ge3onacHOCTM WMHGOPMAaLMKM, YKa3aHHble CPeACTBa AOIMKHbI ObiTb CepTUdUUMPOBaHbLI Ha
cooTBeTCcTBME Obsi3aTenbHbiM TpeboBaHMAM No Ge3onacHOCTM MHOpMauuW, YCTaHOBMAEHHBIM HOPMATMBHBLIMU
NpaBoOBbLIMW akTaMu, Unn TpeboBaHNSAM, Yka3aHHbIM B TEXHUYECKMX YCMNOBUSX (3adaHusax no 6esonacHocTu).

®PyHKUMM Be3onacHOCTU CpeacTB 3alMTbl MHAOpMaLun [OoMkHbl obecrnedvBaTb BbINOMHEHNE Mep No
obecneyeHno 6e30nacHOCTY NePCOHarbHbIX AaHHbIX, COAEPXaLUMXCA B HACTOSLLEM AOKYMEHTE.

Ona obecneyeHnss 1 1 2 ypoBHeN 3aLUMLLEHHOCTM MEepPCoHanbHbIX AaHHbIX, @ Takke Ans obecneveHuns 3
YPOBHS 3alUULLEHHOCTU MNEepPCOHanbHbIX AaHHbIX B WH(OPMAUMOHHBLIX CUCTEMAX, ANA KOTOPbIX K akTyanbHbIM
OTHEeCEHbI Yrpo3sbl 2-ro Tvna, NPUMEHSINTCH cepTUMULMPOBAHHbIE CPEACTBa 3alUMTLI UHOPMaLWK, NporpaMMHoe
obecneyeHne KOTOPbIX NMPOLUMO NPOBEPKY HE HUXKE YEM MO 4 YPOBHK KOHTPOMNS OTCYTCTBUSA HeAEKNTapupOBaHHbIX
BO3MOXHOCTEN.

(n. 12 B pea. MNpukaza PCTIK Poccum o1 23.03.2017 N 49)

13. NMpn ncnonb3oBaHUM B MHPOPMALMOHHBIX CUCTEMAX HOBbIX MH(POPMALMOHHBIX TEXHOMOMMIA N BbISIBIIEHNN
OOMOSNTHUTENBHBIX Yrpo3 6e30NacHOCTM NepCcoHarnbHbIX AaHHbIX, A KOTOPbIX HE onpeaeneHbl Mepbl obecneyeHns
nx 6e3onacHoOCTW, AOMKHbI paspabaTbiBaTbCs KOMMNEHCMPYIOLLME MEPbI B COOTBETCTBMM € NMyHKTOM 10 HacToswero
OOKyMeHTa.

MNpunoxeHwne

k CocTaBy 1 cogepXaHuio
OpPraHM3auUmMOHHbIX U TEXHUYECKMX
Mep no obecneyeHunto 6esonacHoCTn
NnepCcoHasnbHbIX AaHHbIX MPU NX
06paboTke B UHHOPMALMOHHbIX
CcMCTEMaXx NepCoHarbHbIX AAHHbIX

COCTAB 1 COOEPXAHUE
MEP MO OBECINEYEHUIO BE3OIMNMACHOCTW NEPCOHANBHbBIX JAHHbIX,
HEOBXOOMMbIX A1A OBECTMEYEHMA KAYKOOIO 13 YPOBHEW
SAWLMLLEHHOCTU NMEPCOHANBHbBIX AAHHbBIX

YcnoBHoe CopeprxaHune mep no obecneyeHnto 6e3onacHocTu YpOBHU 3aLUULLLEHHOCTH
obo3HayeHue n nepcoHanbHbIX AaHHbIX nepcoHanbHbIX AaHHbIX
HOMep Mepbl

4 3 2 1

|. NopeHTudmkaumns n ayteHTUdmrkaums cybbektoB goctyna n o6bektos goctyna (MAD)

NAD 1 poeHTudukaums u  ayTeHTUpmkauma nonb3oBartenen,| + + + +
ABnsALLMXCA paboTHMKamMK onepartopa

NAD.2 MaoeHTudukauma n ayTeHTUduKaumss yCTpOMCTB, B TOM + +
yncne cTauMoHapHbIX, MOOUIBbHBIX 1 NOPTATUBHbIX

NAD.3 YnpaBneHne ngeHtTudmkatopamum, B TOM Yucne cosgaHue, | + + + +




npnceBoeHne, yHU4TOXeHne M,El,eHTI/I(bVIKaTOpOB

VNAD.4 YnpasneHne cpeactBamu ayTeHTUMKaummn, B TOM vncne| + +
XpaHeHne, Bblgaya, UHWUManusaums, 6nokuposaHve
cpeacts ayTeHTUdMKaLuUM U MNpUHATME Mep B criyyae
yTpaTbl U (M) KOMNPOMETaLUUn CPeacTB ayTeHTUduKaLmm

NAD.5 3awuta obpaTHOM CBA3N NpK BBOAE ayTEHTUMUKALMOHHON |  + +
MHdopMaLmn

NAD.6 MpaeHTndukauma n ayteHTUdMKaums nonb3oBatenen, He| + +
apnsalwmMxca  paboTHMKamyM  onepaTtopa  (BHELUHMX
nonb3oBaTenen)

. YnipaBneHune gocTynom cybbekToB AocTyna k oobekrtam goctyna (Y1)

yrng.A YnpaeneHve (3aBefeHue, akTuBauusi, OnokupoBaHue u| + +
YHUUTOXEHWNE) YYETHBIMU 3anMUCsiMX NofMb3oBaTeNen, B TOM
yucrne BHELHUX NoNb30oBaTenen

yrag.2 Peanusauna HeobxoauMbIX METOAOB (OUCKPEUMOHHBbIA, |+ +
MaHOaTHbIA, PONEBOM WU MHOW METOA), TUNOB (YTEHue,
3anucb, BbIMOMIHEHWME UMM WMHOM  TUN) W NpaBun
pasrpaHuyeHns goctyna

yra.3 YnpaBneHne (unbTpauus, MapLpyTu3auusi, KOHTpOnb| + +
COeOVHEeHMN, OJHOHampaBfeHHas nepedada W MHble
cnocobbl  ynpasneHust) WMHMOPMALMOHHBIMU  MOTOKaMu
Mexay YCTpoucTBaMu, cerMeHTamum WHGPOPMaLMOHHON
CUCTEMBbI, a Takke Mexay UHPOPMaLMOHHBIMY CUCTEMaMM

yna.4 PaszpeneHne nonHomouwi  (ponen) nonb3oBaTenewn,| + +
aAMWHNCTPaTOpPOB " nuu, obecneunBaoLLNX
P YHKUNOHUPOBaHNE UHOPMALIMOHHON CUCTEMbI

yna.s HasHauyeHne MUHUManNbHO HeobxoauMMbix npaB  w| + +
npuBMNerMn Nonb3oBaTensM, agMMHMCTpaTopam u nuuam,
obecneuynBaroWM QYHKLMOHUPOBaHNE UH(OPMaLMOHHOWN

CUCTEMBbI
ynpa.e OrpaHuyeHune HeyCneLuHbIX NonbITOK BXoAa B| + +
NMH(OPMALIMOHHYI0 cucTemy (goctyna K MHOpPMaLMOHHON

cucTteme)
yra.7 MNpenynpexneHve nonb3oBaTenss nNpu ero Bxoge B
NMHGOPMALIOHHYO cuctemy o] TOM, yTO B

WHOPMALMOHHONW CUCTEME peanusoBaHbl Mepbl MO
obecneyeHnio 6e30NacHOCTM NepCcoHarnbHbIX OAHHbLIX, U O
HeobxoaMmocTH cobntoaeHus YCTaAHOBEHHbIX
onepatopom npasun 06paboTkvM NepcoHanbHbIX aHHbIX

yna.8 OnoBelleHre nonb3oBaTens Mocre yCnewHoro Bxopa B
MHOPMAaLMOHHYIO CUCTEMY O €ero npegbigyliemMm Bxode B
MHOPMALIMOHHYIO CUCTEMY

yna.9 OrpaHunyeHmne ymcna napannenbHblX CeaHcoB AoCcTyna Ans
KaXkon y4eTHON 3anucy nonb3oBaTens MHPopMaLMOHHON
CUCTEMBI

yna.10 briokmpoBaHne ceaHca pgoctyna B MHGOPMALVNOHHYHO +




CUCTEMY MOCMEe YCTaHOBMEHHOrO BpemeHu OesnencTeust
(HeakTMBHOCTM) NOMNbL30BATENS UMM NO €ro 3anpocy

yna.11

PaspelwieHne  (3anpeT) OencTBuMM  nonb3oBaTenen,
paspeLUeHHbIX 40 naeHTudukaumm n ayteHtTudmnkaumm

yrnpg.12

Mopoepxka W coxpaHeHue aTpubytoB GesonacHoCcTU
(meTok ©Oe3onacHOCTU), CBA3aHHbIX C WHopMauuen B
npoLecce ee xpaHeHnsi U 06paboTkm

yrnp.13

Peanusauuss  sawuuleHHOro  ydaneHHoro  goctyna
cybbekToB gocTyna k obbektam JOCTyna Yepe3 BHeELUHWE
NHOPMaLIMOHHO-TENEKOMMYHUKALMOHHbIE CETU

yrnpg.14

PernameHTauuss #“  KOHTPOMb  WCMOMNb30BaHWA B
WMHOPMALIMOHHOW CUCTEME TexHonorum GecnpoBogHOro
gocTyna

yrnp.15

PernmameHTauMss UM KOHTPOflb  WUCMOMb30BaHUA B
MHDOPMALIMOHHON  CUCTEME  MOBMIIBHBIX  TEXHUYECKNX
cpencTs

yrpa.16

YnpaBsneHve B3auMOOENCTBMEM C WH(OPMALMOHHLIMU
cucTtemamm CTOPOHHUX opraHusauui (BHELWHKE
WHOPMALIMOHHbIE CUCTEMBI)

ynp.7

Ob6ecneyeHne OOBEPEHHON 3arpyskm cpeacTs
BblYMCINTENTbHON TEXHUKU

[ll. OrpaHnyeHmne nporpammuon cpegpl (ONC)

OricC.1

YnpaBneHne 3anyckom (oGpalleHnsiMn) KOMMOHEHTOB
nporpamMmmHoro obecnedyeHus, B TOM 4Yucrie onpegeneHve
3anyckaemMblX KOMIMOHEHTOB, HacTpoWka napameTpoB
3anycka  KOMMOHEHTOB,  KOHTPOfb 3@  3anyckom
KOMMOHEHTOB MporpaMmMHOro obecneveHus

onc.z

YnpaBneHne YCTAHOBKOW (MHCTannsumMen) KOMMOHEHTOB
nporpaMMHoro obecneyeHusi, B TOM Yucrne onpeaeneHue
KOMMNOHEHTOB, noanexawmnx YCTaHOBKe, HaCTpOIZKa
napameTpoB YCTaAaHOBKM KOMMOHEHTOB, KOHTPONb 3a
YCTaHOBKOW KOMMOHEHTOB NporpaMmmHoro obecneveHuns

ornc.3

YcTaHoBka (MHCTannauusl) TOMNbKO paspeLueHHOro K
MCMNOMb30BaHMIO MPOrpaMMHOro obecneyeHms n (unu) ero
KOMIMOHEHTOB

oric.4

YnpaBneHne BpeMeHHbIMU dhannamu, B TOM Yncre 3anperT,
paspelleHne, MepeHanpaerieHne 3anucu, ypanexHve
BpeMEHHbIX hannos

IV. 3awmTa MaLlLMHHbIX HOCUTEeNen NepcoHarnbHbIX JaHHbIX

(3HW)

3HN.1

YyeT MalUNHHbBIX HOCUTENEN nepcoHarsbHbIX AaHHbIX

3HWN.2

lepaBneHme AocCTyrnom K MaLlNHHbIM HOCUTEenam
nepcoHarnbHbIX AaHHbIX

3HN.3

KOHTpOJ'Ib nepemMeLlleHna MaLUNHHbIX HocuTenen
nepcoHaribHbliX AaHHbIX 3a npegenbl KOHTpOJ'IVIpyEMOVI




30HbI

3HN .4

WckniovyeHne  BO3MOXHOCTM HeCcaHKLMOHNPOBAHHOIO
03HaKOMMEHUS C COAEPXKaHMEeM MNepCOoHanbHbIX AaHHbIX,
XpaHSILLMXCS  Ha  MalUMHHbIX  HOCWUTensax, u  (unu)
MCMNoNb30BaHMs HOCUTENEN NePCOHanNbHbIX AAHHbIX B MHbIX
NHOPMALIMOHHBIX CUCTEMAX

3HWN.5

KoHTporb ucnonb3oBaHus MHTepdelicoB BBoda (BbiBoAa)
MHpOPMaLMM Ha MalUMHHbIE HOCUTENM MepCoHanbHbIX
AaHHbIX

3HN.6

KoHTponb BBOAa (BbiBOOA) WH(popMaLMW Ha MaLUUHHbIE
HOCUTENWN NepPCOHarnbHbIX JaHHbIX

3HN.7

KoHTponb NoAKMIOYEHUS MaLLUHHbIX HocuTenen
nepcoHanbHbIX AaHHbIX

3HN.8

YHUYTOXEHNE (cTnpaHmne) unm obe3nnunBaHue
NepcoHarnbHbIX AaHHbIX HA MaLUUHHBIX HOCUTENSIX NpU MX
nepegade Mexay Monb3oBaTensMu, B CTOPOHHWE
opraHusaumMm [AOns peMoHTa unuM yTunu3auuu, a Takke
KOHTPOJTb YHUYTOXEHUS (CTUPaHUS) UM 00e3nmunBaHmus

V. Peructpaums cobbituii 6esonacHoctn (PCB)

PCB.1

OnpepeneHne cobbitum  Ge3onacHOCTK, noanexalumx
perncrtpaumn, n CpokoB UX XpaHeHUA

PCB.2

Onpep,eneHl/le COCTaBa Wu coaepXxaHud I/IH(bOpMaLl,VIVI [0}
cobbITuAX BGe3onacHOCTK, Noanexalumx perncrtpauunm

PCB.3

Cb6op, 3anMcb M xpaHeHuwe uHdopMauum o CcobbITUAX
6e30nacHOCTM B TeYeHMe YCTaHOBMEHHOro BpeMeHu
XpaHeHus

PCB.4

PearnpoBaHne Ha cboun npu perucTpaumm coobITUR
6e30nacHOCTW, B TOM YMCre annapaTtHble U NporpamMmHble
ownbkn, cbonm B MexaHuamax cbopa WHdpopmauun u
OOCTWXEHMe npedena WM nepenornHeHuss obbema
(emkocTW) NamaTn

PCB.5

MOHUTOPUHT (npocmoTp, aHanms) pe3ynbLTaToB
perncTpaumm cobbiTuii 6e30NacHOCTM U pearMpoBaHue Ha
HWX

PCB.6

leHepupoBaHve BPEeMEHHbIX MeTOoK u (1nm)
CUHXPOHU3ALMS CUCTEMHOTO BPEMEHU B MH(OPMALIMOHHOM
cucteme

PCB.7

3awmTa nHpopmaumm o cobbiTuax 6e3onacHoOCTU

VI. AHTnBUpYycHas 3awmTa (AB3)

AB3.1

Peanusauusi aHTUBMPYCHON 3aLUmnThl

AB3.2

OGHoBneHne 6asbl OaHHbIX MNPU3HAKOB BPEOOHOCHbLIX
KOMMbIOTEPHbIX NporpaMm (BUpPYcoB)

VII. O6HapyxxeHune BTopxxeHun (COB)




COB 1 OOGHapyxeHne BTOPXKEHWI

COB.2 O6HoBneHne 6a3bl peLlaLLmx npaBun

VIII. KoHTpornb (aHanu3) 3awuieHHOCTN nepcoHanbHbIX AaHHbIX (AH3)

AH3.1 BbisiBneHne, aHanua ya3BMMOCTEN WH(OPMaLMOHHON +
CUCTEMbI N OnepaTMBHOE YCTpaHEeHWEe BHOBb BbISIBIIEHHbIX
YyS13BMMOCTEN

AH3.2 KoHTponb  ycTaHoBkM  OBHOBREHMWI nporpammHoro| + +
obecneyennsi, Bkno4ass OOHOBMEHME  MPOrPaMMHOrO
obecneyeHnsi cpeacTB 3aLUMTbl MHpopMauun

AH3.3 KoHTponb paboTocnocobHOCTN, NnapamMeTpoB HACTPOWMKU U +
NpaBuUbHOCTH bYHKLMOHNPOBaAHMS nporpammHoro
obecneyeHnst n CpeacTB 3awmuTbl MHOPMaLn

AH3.4 KOHTpOnb cocTaBa TEXHMYECKUX CPeacTs, NPOrpaMMHOro +
obecneyeHnsa n cpeacTs 3aWwmUTbl MHGOPMaL MK

AH3.5 KoHTponb npaBun reHepauMm U CMeHbl Napornewn
nonb3oBaTenen, 3aBefeHNst U yaaneHus y4eTHbIX 3anmcen
nonb3oBaTenen, peanusauun npaBun  pasrpaHNYeHus
pocTtyna, NONMTHOMOYUN nonb3oBaTenen B
MHOPMAaLIMOHHOW cUCTEME

IX. OBecrneyeHne LenoCTHOCTU MHAPOPMALIMOHHON CUCTEMBI U MEePCOHanbHBLIX AaHHbIX

(oun)

ounA KoHTponb LEnoCcTHOCTM MporpaMMHoOro obecneveHus,
BKITIOYas nporpaMMHoe obecneyeHne cpeacTB 3awuThbl
nHdopmaumm

+

oun.2 KoHTponb LIeSIOCTHOCTU nepcoHarnbHbIX JaHHbIX,
cogepxawmxca B 6Gazax [gaHHbIX WHGOPMaLMOHHOM
cucTeMbl

oun.3 Ob6ecneyeHne BO3MOXXHOCTU BOCCTaHOBNEHUSI
nporpammHoro obecneveHusi, BKIOYas MporpaMMHoe
obecneyeHne CpeacTB  3awuTbl  MHdOpPMauMK, npu
BO3HUKHOBEHWUW HELUTaTHbIX CUTyauni

oun.4 OGHapyXeHne un pearMpoBaHMe Ha MOCTYMNeHMe B
NHOPMALIMOHHYIO cuctemy He3arnpaluMBaeMbIxX
ANEKTPOHHbIX COOOLWeHun (nMMceM, OOKYMEHTOB) U WHOW
NMHOPMALMK, HEe OTHOCALMXCA K (DYHKLMOHMPOBAHUIO
NMHOPMALIMOHHOM CUCTEMBI (3aLLmTa OT cnama)

ouJ.s5 KoHTponb copepXaHua uHdopmMauun, nepenaBaeMon u3
MHEOPMALIMOHHOW CUCTEMBI (KOHTEMHEPHBIN, OCHOBaHHbIN
Ha cBouncTBax obbekta goctyna, U (MnM) KOHTEHTHbIN,
OCHOBaHHbIA Ha MOUCKEe 3anpeleHHoOn K nepegade
MHGOPMaLMM C UCTMOMNb30OBaAHNEM CUTHATYpP, MAacoK U MHbIX
METOAOB), M UCKINIOYEHWEe HenpaBOMEpPHON nepefayu
nHdopmaumm U3 NHHOPMaLMOHHON CUCTEMBI

ouJ.e OrpaHuyeHune npas nonb3oBaTenemn no BBOAY
NHdopmaLmm B MHDOPMALMOHHYO CUCTEMY

oun.7 KOHTpONb TOYHOCTW, MOSMHOTBHI WM NPaBWUIIBHOCTM OaHHbIX,




BBOAUMbIX B MHDOPMALMOHHYH CUCTEMY

oLuJ.8 KoHTponb owWnB0o4YHbIX AEUCTBUIA MOSb30BAaTENEN NO BBOAY
n  (wnn) nepegave  NepPCoOHaslbHbIX  AaHHbIX WU
npegynpexgeHne  nonb3oBaTtenen 06  OWMOOYHBIX
Oencranax

X. ObecneveHne 4OCTYNHOCTM NepcoHarnbHbIX AaHHbIX (OOT)

oAaT.1 Vcnonb3oBaHMe 0TKa30yCTONYMBBIX TEXHUYECKUX CPEACTB

OoAaT.2 PesepBupoBaHMe TeXHMYECKUX CPeacTs, MNporpaMMHOro
obecneyeHunsi, kKaHanoB nepefavv MHdopmauun, cpeacTs
obecneyeHns  PYHKLUMOHMPOBAHNA  MHGOPMALMOHHOMN
CUCTEMBI

oAarT.3 KoHTponb 6e30Tka3HOro yyHKLMOHUPOBAHUSA TEXHUYECKNX
cpeactB, oOHapyXeHMe M nokanusaumsi  OTKa3oB
PYHKLMOHMPOBAHMWS, MPUHATME MEP MO BOCCTaHOBIEHUIO
OTKa3aBLUMX CPeacTB U UX TECTUPOBaHUE

OoaT.4 Mepuoanyeckoe pesepBHOE KONMPOBAHME NEPCOHarbHbIX
OaHHbIX ~ Ha  pe3epBHble  MalUWHHble  HOCMTENM
nepcoHanbHbIX AaHHbIX

oAarT.s ObecneyeHue BO3MOXXHOCTHU BOCCTaHOBNEHUS
MepcoHanbHblX  AaHHbIX C  PEe3epBHbIX  MaLUMHHbIX
HocuUTenen nepcoHanbHbIX AaHHbIX (Pe3epBHbIX KOMuin) B
Te4YeHne yCTaHOBMNEHHOro BPEMEHHOIrO UHTEpBana

XI. 3awwra cpeapl BupTyanusaumm (3CB)

3CB1 MaeHTndurkaumsa n ayTeHTMdnkaunsa cybbekToB goctyna n| +
006BbEKTOB JOCTyNa B BUPTYanbHOW MHpacTpykType, B TOM
yucne  agMUHUCTPaATOpPOB  YNpaBrieHWss  CpeacTBamu
BMpTyanusaumu

3CB.2 YnpaBneHne OOCTYNnoM CyObLEeKTOB AocTyna K obbektam| +
JocTtyna B BUpPTyanbHOM MHGPACTPYKTYpe, B TOM 4uUcre
BHYTPW BUPTYyarbHbIX MaLUUH

3CB.3 Pernctpauuss cobbiTun ©e3onacHoCTM B BUPTYarbHOM
NHdpaCTpyKType
3CB.4 YnpaBneHve (unbTpaums, MapLipyTM3aunsi, KOHTPOIb

coefuHeHWs1, OOHOHanpaBfeHHas Mepedada) MoToKamu
MHpopMaLMM  MeXdy  KOMMOHEeHTaMuM  BUPTyarbHOM
MHPPACTPYKTYpbl, @ Takke MO MepuMeTpy BUPTyarnbHOM

NHAPACTPYKTYPbI
3CB.5 [doBepeHHas  3arpy3ka  cepBepoB  BupTyanusauuu,
BUPTYyarnsHOW MaLUUHbI (koHTenHepa), cepBepoB

ynpasneHus BUpTyanu3aumei

3CB.6 YnpaBneHne nepemMelleHUEM  BUPTyanbHbIX  MaLUWH
(koHTEeNHepoB) n obpabaTbiBaeMbIX HA HUX JAHHbIX

3CB.7 KOHTponb LEenocTHOCTU BUPTYyarbHON WHMPPACTPYKTYPbI U
ee KoHurypauui




3CB.8

PesepBHOe KOMMpOBaHWE [OaHHbIX, pPe3epBupoBaHue
TEXHUYECKUX CPEACTB, NporpamMMHoro obecrnevyeHust
BMPTYaribHOW WMHMPPACTPYKTYpbl, a TaKkKe KaHarioB CBA3M
BHYTPU BUPTYanbHON MHPACTPYKTYpbI

3CB.9

Peanusauns u ynpaBneHve aHTUBUPYCHOW 3alLUMTON B
BUPTYyanbHON MHPACTPYKType

3CB.10

Pas3bueHne BUpPTyanbHOW MHPACTPYKTYPbl HA CErMEHTbI
(cermeHTUpoBaHME BUPTYanbHOW WHMPACTPYKTYpPbl) AnS
0obpaboTku nepcoHarnbHbIX JaHHbIX oTAenbHbIM
nonb3oBaTenem u (Mnu) rpynnow nonb3oBarenemn

XIl. 3awmrta TexHmnyeckmx cpeacts (3TC)

3TC.1

3awmrta uHpopmauuun, obpabaTbiBaeMon TEXHUYECKUMM
cpeacTeaMu, OT ee YTeYKkM No TEXHUYECKUM KaHanam

3TC.2

OpraHusaumss  KOHTPONMPYEMOW 30Hbl, B nNpegenax
KOTOPOA  MOCTOSIHHO  pasMellarTcss  cTauMoHapHble
TexHu4yeckne cpeacrsa, obpabarbiBatoime nMHdopmaumio,
N cpeactBa 3alWwuTbl MHGOPMaUMKM, a Takke CpeacTea
obecneyveHns HyHKLNOHNPOBaHNS

3TC.3

KoHTponb ¥ ynpaBneHne U3NMYECKMM [OCTYMOM K
TEXHUYECKUM cpepncrteam, cpencTeam 3aLmThI
nHdopmaumu, cpencteam obecneyeHus
(PYHKLUMOHMPOBaAHUA, a Takke B [MOMELWEHNsa U
COOPY>KEHWS!, B KOTOPbIX OHU YCT@HOBIIEHbI, UCKITHOYatoLLme
HeCaHKUMOHNPOBAHHbIA OM3NYecKuin JOCTYN K cpeacTteam
0bpaboTku MHpopmaumn, cpeacTeam 3aWuThl
nHdopmaLmm 7 cpeacTeam obecneyeHus
DYHKLUMOHNPOBAHUA  MHAOPMALMOHHON  CUCTEMbI, B
NMOMELLEHNS 1 COOPYXEHMS, B KOTOPbIX OHW YCTaHOBIEHbI

3TC4

Pa3wvelleHne  ycTponcTB  BbiBoAa  (OTOOpaxkeHus)
MHdOpPMaLUK, UCKIoYalLwee ee HeCaHKLWMOHMPOBAaHHbLIN
npocMoTp

3TC.5

3awmta OT BHEWHWX BO3AENCTBMW  (BO3OENCTBUM
OKpyxatoLLew cpefbl, HecTabunbHOCTH
9MNeKTPOCHabXeHNs,  KOHOMUMOHMPOBaHWA U UHbIX
BHELLUHMX haKTopoB)

Xlll. 3awmTta nHPOpMaLMOHHON CUCTEMBI, €€ CPEeACTB,
cucTem cBasn 1 nepefadn aaHHbix (3UC)

31C.1

PasgeneHvne B MHGOPMAUWOHHOM cUCTEME (YHKUMKA MO
yrnpaBneHuio  (agMUHUCTPUPOBaHUIO)  WHOPMaLNOHHOWN
CUCTEMOWN, yNpaBeHno (agMUHUCTPUPOBAHUIO) CUCTEMOMN
3alWTbl NepCcoHanbHbIX AaHHbIX, PYHKUMIN No obpaboTke
nepcoHarnbHbIX OaHHbIX n WHBbIX YHKLMIA
NMHOPMALIMOHHOW CUCTEMbI

31C.2

MpenoTepalleHne 3aepxKu nnm npepbiBaHns
BbIMOSTHEHNSI TMPOLIECCOB C BbLICOKMM MPUOPUTETOM CO
CTOPOHbI MPOLIECCOB C HN3KUM MPUOPUTETOM

31C.3

ObecnevyeHne 3awmMTbl NEpPCOHamnbHbIX  AaHHbLIX  OT
packpbITUSA, MoandUKaLmMn n HaBA3bIBaHUS (BBOAA NOXHON




WHopmaumn) npu ee nepepaye (NOAroToBKE K nepenade)
Mo kKaHanam CBS3W, MMEWWMM BbIXO4 3a npeaens
KOHTPONMPYEMOW 30Hbl, B TOM uucrne 6ecnpoBOAHbIM
KaHanam cBsa3u

3nc.4

Ob6ecneyeHne [OBepeHHbIX KaHana, mapLlipyta Mmexay
agMuUHUCTpaTopoM,  Monb3oBaTteneM W cpegcrBamu
3aLmnTbl MHopMaumm (dbyHKuMamMn 6esonacHoOCT cpeacTB
3aWwunTbl MHGHOPMaLMK)

31C.5

3anpeTr HecaHKUMOHWPOBAHHOW YyAaneHHOW aKTuBauuu
BMaeokamep, MUKPOPOHOB WU  MHbIX NepuepunHbIxX
YCTPOWNCTB, KOTOPbIE MOMYT aKTUBMPOBATLCA YAANEeHHO, U
ornoBelleHNe nonb3oBaTenen o0 akTuBauum  TaKux
YCTPONCTB

31C.6

Mepemgaya U KOHTPOSb  LUENOCTHOCTM  aTpubyToB
Oe3onacHoCcTn (MeTok ©e30MacHOCTU), CBS3aHHbIX C
nepcoHanbHbIMU AaHHbIMK, MPU OOBMEHe UMW C WHbIMU
NHOPMALMOHHBIMK CUCTEMaMMU

3nC.7

KoHTporb CaHKLMOHMPOBAaHHOIO " UCKIIOYeHne
HeCaHKUMOHUPOBAHHOTO  WCMOMb30BaHUS  TEXHOIOMUN
MOGUIIBHOTO Kofda, B TOM YWCHe perucrpauusi cobbITUA,
CBSAI3aHHbIX C MCMONb30BaHWEM TEXHOMOMiA MOBMIbHOTO
koda, WX aHanmu3 W pearMpoBaHWe Ha HapyLlUeHus,
CBSi3aHHbIE C WCMONb30BaHNEM TEeXHOMNornii MoBuIbHOro
koda

31C.8

KoHTporb CaHKLMOHMPOBAaHHOIO " UCKIIOYeHne
HeCaHKLMOHUPOBAHHOIO  WCMOMb30BaHUS  TEXHOIOMUM
nepegayn peyn, B TOM YMUCIie perucTpaumsi cobbITUiA,
CBSI3aHHbIX C WCMONb30BaHMEM TEXHONOMIA nepepayn
peyn, WX aHanM3 u pearvpoBaHMe Ha HapylleHus,
CBAi3aHHble C WCMONb30BaHMEM TEXHOMoruii nepegayn
peun

31C.9

KoHTponb CaHKLMOHUPOBaHHOMN n NCKMoYeHne
HecaHKUMOHMPOBAHHOW Nepedayn BuaeouHdopmaumm, B
TOM u4ucrne peructpauuss cobbiTUMI, CBSA3a@HHbLIX C
nepenayen BMaeonHgopmaumu, nx aHanus "
pearMpoBaHMe Ha HapyLUeHusl, CBSI3aHHble C nepegayen
BMAEOUHOPMaLUn

31C.10

nO,ClTBep)Kﬂ,eHl/le nponcxoxaneHmsa NCTOYHUKa
VIH(*)OpMaLI,VIVI, HOﬂy‘-IaeMOVI B npouecce onpepneneHuna
CeTeBbIX agpecoB Mo ceTeBbiIM MMeHaM Unn onpeneneHna
ceTeBbIX MMEH MO ceTeBbIM aapecamM

3nC.11

ObecneyeHne nOANMMHHOCTM  CETEBbIX  COEOMHEeHUN
(ceaHcoB B3aMMOAENCTBUS), B TOM YMcne AN 3awuTbl OT
NMOAMEHbI CETEBbLIX YCTPOWCTB U CEPBUCOB

31C.12

WckniovyeHne BO3MOXHOCTM OTpUL@HMS MNOMb3oBaTenem
dakta OTNpaBkM NEPCOHAmNbHbIX  AaHHbIX  APYromy
nonb3oBaTento

3NnC.13

McknioyeHne BO3MOXHOCTM OTpULAHMS MoMb3oBaTernem
dhakTa nomny4eHus MNepcoHanbHbIX AaHHbIX OT APYroro
nonb3oBaTens




31C.14 VMcnonb3oBaHne yCTPOMCTB TepMUHAaNbHOro AocTyna Ans
006paboTKkN NepcoHarnbHbIX AaHHbIX

3M1C.15 3awmrta apxuBHbIX annoB, MNapaMeTPOB HACTPOWKM + +
cpeacts  3awmMTbl  MHOpMauMM M NPOrpammHOro
obecneyeHnss UM WHbIX AaHHbIX, He noanexalinx
M3MeHeHnto B npouecce o06paboTkM nepcoHarnbHbIX
AaHHbIX

3M1C.16 BbisiBreHue, aHanma n 6rnokupoBaHue B MHGPOPMaLMOHHOWN
CUCTEME CKpbITbIX KaHanoB nepefayn WHGopMauun B
06x0, peann3oBaHHbIX MEpP WM BHYTPU paspeLueHHbIX
CeTeBbIX NMPOTOKOOB

3nC.17 Pa3bueHne WHMPOPMALMOHHOM CUCTEMbI HA CErMEHTbI + +
(cermeHTMpoBaHMe  MHAOPMALMOHHOMW  CUCTEMBI) U
obecneyenne 3aWmnThbI nepMmMmeTpoB CErMeHTOB

WHOPMALIMOHHOW CUCTEMBI

31C.18 ObecnevyeHne 3arpy3kM W WCMONTHEHUS MNPOrpamMMHOro
obecneyeHnss C MaLUUHHBIX HOCUTENEN nepcoHanbHbIX
OaHHbIX, OOCTYMHbIX TOMbKO AN YTEHWs, M KOHTPOSlb
LIeNoCTHOCTU AAaHHOIo NPOrpaMMHOro obecneyeHus

3nC.19 Usonaums  npoueccoB  (BbINOMHEHWe  nporpamMMm) B
BblAeneHHon obnactn namsaTu

31nC.20 3awmTta 6ecnpoBOAHLIX COEOMHEHWUR, MNPUMEHSIEMbIX B + + +
MHOPMAaLMOHHOW cUCTEME

XIV. BbisBneHve MHUMAEHTOB 1 pearnpoBaHue Ha Hux (MHL)

MHL..1 OnpepeneHve nuu, OTBETCTBEHHbIX 3a BbISIBIIEHME + +
WHUNOEHTOB 1 pearmpoBaHue Ha HUX

nHU.2 O6HapyxeHue, naeHTudrkaums n perncrpauuns + +
WHUMOEHTOB
MHL.3 CBoeBpeMeHHOe WH(OPMMPOBAHNE UL, OTBETCTBEHHbIX + +

3a BbldBlIeHWE WMHUMOEHTOB W pearnpoBaHmMe Ha HUX, O
BO3HUKHOBEHUN MHLUMOEHTOB B I/IHCbOpMaLI.I/IOHHOVI cucreme
nonb3oBaTtenaMn n agMMHUCTpaTopamMu

MHL.4 AHanuMs wnHUMOEHTOB, B TOM 4uUcre onpegeneHue + +
WUCTOYHMKOB W TMPUYMH BO3HMKHOBEHUS WHUWOEHTOB, a
TakkKe oLeHKa Ux NocneacTeui

WHL.5 MpuHATME Mep No yCTpaHEeHWo NocneacTBUN NHUMAEHTOB + +

MHLL.6 [MnaHMpoBaHMe W MNpUHATME Mep MO NpeaoTBpaLLEHUIO + +
NOBTOPHOIo BO3HUKHOBEHNA MHLUUOEHTOB

XV. YnpaeneHue koHdurypaumein nHHPopmMaLMOHHON CUCTEMbI U CUCTEMBI 3aLLUUTbI NEPCOHANbHbLIX AaHHbIX
(YK®D)

YK®.1 OnpepeneHve nuu, KOTOPbIM paspelleHbl OeNCcTBUS MO + + +
BHECEHMWIO N3MEHEHUI B KOH(pUrypaLmo MHpOpMaLMOHHON
CUCTEeMbl N CUCTEMbI 3aLUNTbI NepCOoHalbHbIX AaHHbIX

YK®.2 YnpasneHue N3MEHEHNAMMN KOHdpurypawmm + + +




MH(*)OpMaLLMOHHOVI CUCTEMBbI n CUCTEMBbI 3alunTbl
nepcoHaribHbIX JaHHbIX

YK®.3 AHanuMs noTeHUuManbHOro BO3AEUCTBUSA NaHMPYEMbIX + + +
N3MEHEHN B KOHUrypauum nHpopMaLnoHHON cucTemMbl 1
CUCTEMbBI 3aLMTbl NEPCOHanbHbIX AaHHbIX HA obecneveHne
3aWmnTbl  MEPCOHanbHbIX  AaHHbIX U cornacoBaHue
NU3MeHeHNn B KOHUrypaumm nHdpopMaLMOHHON CUCTEMBI C
OOIMKHOCTHBIM NULOM (pabOTHUKOM), OTBETCTBEHHLIM 3a
obecneyeHne 6e30MacHOCTM NEPCOHArbHbLIX AaHHbIX

YKo .4 [lokymeHTupoBaHue NHopmauum (OaHHbIX) 06 + + +
N3MEHEHUNSX B KOHMrypauum nHpopMaLmoHHON cucTembl
N CUCTEMBbI 3aLLUWTbI NEPCOHANbHbIX AaHHbIX

"+" - Mmepa no obecneyeHnio 6e30NacHOCTU NepcoHarnbHbIX AaHHbIX BKNoYeHa B ©a3oBbIi Habop mep Ans
COOTBETCTBYIOLLIErO YPOBHSA 3aLUULEHHOCTUN NepCcoHarnbHbIX AaHHbIX.

Mepbl no obecneveHnto 6e30MacHOCTM MEPCOHarnbHbIX AaHHbIX, HEe O0OO03HAYeHHble 3HakoM "+"
NpUMeHSTCA Npu aganTtaumm 6a3oBoro Habopa Mep U YTOYHEHUWM aganTupoBaHHoOro 6as3osoro Habopa mep, a
Takke npu paspaboTke KOMMNEHCUPYOLLMX Mep No obecneveHnto 6e3onacHOCTN NepCcoHarnbHbIX AaHHbIX.




